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New security enhancements for MyEmpire® customer online accounts are coming soon!

New security
enhancements
for customer
portal users
starting August
2023

Empire Life is making some changes for users of the MyEmpire customer portal. Beginning
in August 2023, clients will be prompted to set up multi-factor authentication when they
sign into or register for their MyEmpire customer portal.

What is multi-factor authentication?

Multi-factor authentication (MFA), sometimes referred to as two-factor authentication
(2FA), is a security enhancement that requires you to provide two pieces of identifying
information when logging into an account. This is similar to being asked to present two
pieces of ID to prove your identity. MFA is a more secure way to login versus only using a
password. Most financial institutions today implement MFA in one way or another, so your
clients will likely be used to this new login process.

What does the customer need to do?

Starting in August and over the next few months, customers that login to the MyEmpire
customer portal will be prompted to set up and register for this simple MFA process.

Empire Life customers will be required to register a phone number in order to receive an
MFA security code. A mobile phone number is preferred, but users without a mobile phone
can still register with a land line number.

Once a phone number has been registered, users will also have the option to use their
MyEmpire registered email address for receiving security codes in the event they do not
have access to the registered phone number.

In addition, upon successful registration of a phone number, the user will be given a
recovery code which can be used to authenticate their identity, in the event they cannot
access their registered phone number.

On future logins to the MyEmpire customer portal, the user will be asked to enter, in
addition to their password, a 6-digit MFA security code sent to their registered phone
number, or to their email if they chose the email option.
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https://www.google.com/url?q=http://empire.ca/register&sa=D&source=docs&ust=1684418577477221&usg=AOvVaw3w-RrOukORcVBsjE7fev1n

How does this impact me as an Advisor?

At this stage, we are making you aware should any of your clients call you with any
questions. If your clients have questions, please direct them to contact the MyEmpire
Customer Online Support team, by emailing myempire@empire.ca or by calling 1 800-561-
1268.

We will also be rolling out Multi-Factor Authentication security enhancements to our
advisor online properties in 2023, so stay tuned for more communications to come.

Launch date These changes will be implemented in phases with the first groups of MyEmpire customers
being notified on July 13, 2023.
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